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	Objective


Product Overview 

Diameter is the AAA protocol selected by 3GPP to provide Authentication, Authorization and Accounting (AAA) services in the IMS. The Diameter Base Protocol [RFC 3588] contains the basic functionality required for AAA model and is mandated in all Diameter nodes. The Diameter applications are extensions of the basic functionality that are tailored for a particular usage of Diameter in a particular environment. Diameter runs over reliable transport protocols, TCP and SCTP. This diameter project will implement IP Multimedia Subsystem’s Home Subscriber Server supporting Cx/DX [2] and Sh [3] interfaces as defined by 3GPP standards, Online Charging System (OCS) [4] and Offline Charging System (CDF&CGF). This document specifically describes the Diameter Base Protocol API. The Diameter Base Protocol implementation (API) will address all the requirements mandated by the IETF RFC 3588.
The following components in IMS will use Diameter Base Protocol API in their implementation.

· Home Subscriber Server (HSS)

· Subscriber Locator Function (SLF)

· Charging Data Function (CDF) &

· Online Charging System (OCF).
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1.  Abbreviations
Following list of abbreviations has been used in this document
AVP:
Attribute-Value-Pair
API:
application programming Interface

2. Introduction
2.1  Purpose and Scope of Test Plan
The purpose of this document is to describe and document the test cases for the Diameter Base Protocol API. This Document only documents the test cases for black box/functional testing. The test cases included in this document cover the various diameter based Cx/Dx application scenarios.

3. Relevant Related Document List
Software requirement specification document is used to review requirements.

4. Testing Strategy/Approach
The testing strategy used for this project is white box testing black box testing, regression testing, compliance testing and interoperability testing. The white box testing will be performed by the development team. The black box testing strategy and other testing strategies are the responsibility of QA team. The test cases for black box testing strategy are documented in the current document. Other strategies will require some compliance tools and third party applications that will be used by QA team. One such test suite is Seagull. The QA team has customized and configured seagull for testing of Diameter Base Protocol API/Stack compliance and functionality in black box fashion. The Seagull test suite can be found in the Diameter Project folder on the CD delivered with this milestone.

4.1  Functional Testing
Functional testing is requirement based testing. Tests verify that the system behaves correctly from the user / business perspective and functions are according to the requirements, models or any other design paradigm used to specify the application. 

5.  Test Cases

	Product: Diameter Cx/Dx Application  Version 1.0


5.1  Message Validation Test Cases
Test Case # 01
	Product: Diameter Cx/Dx Application  Version 1.0


Test Case # 01

	

	Test  Case Title
	SLF redirection testing

	Test  Case ID
	0100

	Purpose
	To test that SLF redirects correctly to the relevant HSS

	Pre-requisite
	The realm routing tables in the originator of the message ( CSCF ) and the SLF should be set up so as to allow for the redirection to take place

	Steps
	1. Send a UAR message to the Destination Host

2. Receive the UAA Message  from the Destination Host

	Expected Results
	The UAA message should have the E bit set  and the Result-Code AVP is set to DIAMETER_REDIRECT_INDICATION.The Redirect-Host AVP should be present in the UAA message received and should contain the host name of the HSS

	Post Condition
	


Test Case # 02

	

	Test  Case Title
	Sending UAR message without mandatory Public-Identity AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when UAR message is sent without mandatory Public-Identity AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the UAR message is reachable to its intended destination

	Steps
	· Send the UAR message without the Public-Identity AVP to the destination

· Receive the UAA message as a reply

	Expected Results
	UAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. UAA message shall also include a Failed-AVP grouped AVP containing the Public-Identity AVP inside it.

	Post Condition
	


Test Case # 03

	

	Test  Case Title
	Sending UAR message without mandatory Visited-Network-Identifier AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when UAR message is sent without mandatory Visited-Network-Identifier AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the UAR message is reachable to its intended destination

	Steps
	· Send the UAR message without the Visited-Network-Identifier AVP to the destination

· Receive the UAA message as a reply

	Expected Results
	UAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. UAA message shall also include a Failed-AVP grouped AVP containing the Visited-Network-Identifier inside it.

	Post Condition
	


Test Case # 04

	

	Test  Case Title
	Sending UAR message without mandatory User-Name AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when UAR message is sent without mandatory User-Name AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the UAR message is reachable to its intended destination



	Steps
	1) Send the UAR message without the User-Name AVP to the destination

2) Receive the UAA message as a reply

	Expected Results
	UAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. UAA message shall also include a Failed-AVP grouped AVP containing the User-Name AVP inside it.

	Post Condition
	


Test Case # 05

	

	Test  Case Title
	Sending SAR message without mandatory Server-Name AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when SAR message is sent without mandatory Server-Name AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the SAR message is reachable to its intended destination

	Steps
	1) Send the SAR message without the Server-Name AVP to the destination

2) Receive the SAA message as a reply

	Expected Results
	SAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. UAA message shall also include a Failed-AVP grouped AVP containing the Server-Name AVP inside it.

	Post Condition
	


Test Case # 06

	

	Test  Case Title
	Sending SAR message without mandatory Server-Assignment-Type AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when SAR message is sent without mandatory Server-Assignment-Type AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the SAR message is reachable to its intended destination

	Steps
	1) Send the SAR message without the Server-Assignment-Type AVP to the destination

2) Receive the SAA message as a reply

	Expected Results
	SAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. UAA message shall also include a Failed-AVP grouped AVP containing the Server-Assignment-Type AVP inside it.

	Post Condition
	


Test Case # 07

	

	Test  Case Title
	Sending SAR message without mandatory User-Data-Already-Available AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when SAR message is sent without mandatory User-Data-Already-Available AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the SAR message is reachable to its intended destination

	Steps
	1) Send the SAR message without the User-Data-Already-Available AVP to the destination

2) Receive the SAA message as a reply

	Expected Results
	SAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. SAA message shall also include a Failed-AVP grouped AVP containing the User-Data-Already-Available AVP inside it.

	Post Condition
	


Test Case # 08

	

	Test  Case Title
	Sending RTR message without mandatory User-Name AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when RTR message is sent without mandatory User-Name AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the RTR message is reachable to its intended destination

	Steps
	1) Send the RTR message without the User-Name AVP to the destination

2) Receive the RTA message as a reply

	Expected Results
	RTA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. RTA message shall also include a Failed-AVP grouped AVP containing the User-Name AVP inside it.

	Post Condition
	


Test Case # 09

	

	Test  Case Title
	Sending RTR message without mandatory Deregistration-Reason AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when RTR message is sent without mandatory Deregistration-Reason AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the RTR message is reachable to its intended destination

	Steps
	1) Send the RTR message without the Deregistration-Reason AVP to the destination

2) Receive the RTA message as a reply

	Expected Results
	RTA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. RTA message shall also include a Failed-AVP grouped AVP containing the Deregistration-Reason AVP inside it.

	Post Condition
	


Test Case # 10

	

	Test  Case Title
	Sending RTR message without mandatory Destination-Host AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when RTR message is sent without mandatory Destination-Host AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the RTR message is reachable to its intended destination

	Steps
	1) Send the RTR message without the Destination-Host AVP to the destination

2) Receive the RTA message as a reply

	Expected Results
	RTA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. RTA message shall also include a Failed-AVP grouped AVP containing the Destination-Host AVP inside it.

	Post Condition
	


Test Case # 11

	

	Test  Case Title
	Sending LIR message without mandatory Public-Identity AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when LIR message is sent without mandatory Public-Identity AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the LIR message is reachable to its intended destination

	Steps
	1) Send the LIR message without the Public-Identity AVP to the destination

2) Receive the LIA message as a reply

	Expected Results
	LIA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. LIA message shall also include a Failed-AVP grouped AVP containing the Public-Identity AVP inside it.

	Post Condition
	


Test Case # 12

	

	Test  Case Title
	Sending PPR message without mandatory User-Name AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when PPR message is sent without mandatory User-Name AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the PPR message is reachable to its intended destination

	Steps
	1) Send the PPR message without the User-Name AVP to the destination

2) Receive the PPA message as a reply

	Expected Results
	PPA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. PPA message shall also include a Failed-AVP grouped AVP containing the User-Name AVP inside it.

	Post Condition
	


Test Case # 13

	

	Test  Case Title
	Sending PPR message without mandatory Destination-Host AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when PPR message is sent without mandatory Destination-Host AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the PPR message is reachable to its intended destination

	Steps
	1) Send the PPR message without the Destination-Host AVP to the destination

2) Receive the PPA message as a reply

	Expected Results
	PPA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. PPA message shall also include a Failed-AVP grouped AVP containing the Destination-Host AVP inside it.

	Post Condition
	


Test Case # 14

	

	Test  Case Title
	Sending MAR  message without mandatory Public-Identity AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when MAR  message is sent without mandatory Public-Identity AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the MAR  message is reachable to its intended destination

	Steps
	1) Send the MAR message without the Public-Identity AVP to the destination

2) Receive the MAA message as a reply

	Expected Results
	MAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. MAA message shall also include a Failed-AVP grouped AVP containing the Public-Identity AVP inside it.

	Post Condition
	


Test Case # 15

	

	Test  Case Title
	Sending MAR  message without mandatory User-Name AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when MAR  message is sent without mandatory User-Name AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the MAR  message is reachable to its intended destination

	Steps
	1) Send the MAR message without the User-Name AVP to the destination

2) Receive the MAA message as a reply

	Expected Results
	MAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. MAA message shall also include a Failed-AVP grouped AVP containing the User-Name AVP inside it.

	Post Condition
	


Test Case # 16

	

	Test  Case Title
	Sending MAR  message without mandatory SIP-Number-Auth-Items AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when MAR  message is sent without mandatory SIP-Number-Auth-Items AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the MAR  message is reachable to its intended destination

	Steps
	1) Send the MAR message without the SIP-Number-Auth-Items AVP to the destination

2) Receive the MAA message as a reply

	Expected Results
	MAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. MAA message shall also include a Failed-AVP grouped AVP containing the SIP-Number-Auth-Items AVP inside it.

	Post Condition
	


Test Case # 17

	

	Test  Case Title
	Sending MAR  message without mandatory SIP-Number-Auth-Items AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when MAR  message is sent without mandatory SIP-Number-Auth-Items AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the MAR  message is reachable to its intended destination

	Steps
	1) Send the MAR message without the SIP-Number-Auth-Items AVP to the destination

2) Receive the MAA message as a reply

	Expected Results
	MAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. MAA message shall also include a Failed-AVP grouped AVP containing the SIP-Number-Auth-Items AVP inside it.

	Post Condition
	


Test Case # 18

	

	Test  Case Title
	Sending MAR  message without mandatory SIP-Auth-Data-Item AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when MAR  message is sent without mandatory SIP-Auth-Data-Item AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the MAR  message is reachable to its intended destination

	Steps
	1) Send the MAR message without the SIP-Auth-Data-Item AVP to the destination

2) Receive the MAA message as a reply

	Expected Results
	MAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. MAA message shall also include a Failed-AVP grouped AVP containing the SIP-Auth-Data-Item AVP inside it.

	Post Condition
	


Test Case # 19

	

	Test  Case Title
	Sending MAR  message without mandatory Server-Name AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when MAR  message is sent without mandatory Server-Name AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the MAR  message is reachable to its intended destination

	Steps
	1) Send the MAR message without the Server-Name AVP to the destination

2) Receive the MAA message as a reply

	Expected Results
	MAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. MAA message shall also include a Failed-AVP grouped AVP containing the Server-Name AVP inside it.

	Post Condition
	


Test Case # 20

	

	Test  Case Title
	Sending MAR  message without mandatory SIP-Authentication-Scheme AVP

	Test  Case ID
	0100

	Purpose
	Testing of required error handling when MAR  message is sent without mandatory SIP-Authentication-Scheme AVP

	Pre-requisite
	Realm routing table in the hosts should be configured such that the MAR  message is reachable to its intended destination

	Steps
	1) Send the MAR message without the SIP-Authentication-Scheme AVP to the destination

2) Receive the MAA message as a reply

	Expected Results
	MAA message received should contain a Result-Code AVP with the value of   DIAMETER_MISSING_AVP. MAA message shall also include a Failed-AVP grouped AVP containing the SIP-Authentication-Scheme AVP inside it.

	Post Condition
	


6.  Hardware and Software requirements for testing

	Hardware Requirements

	

	CPU
	2.16 GHz

	RAM
	64 MB

	Disk Storage
	20 GB


6.1  Software Requirements for testing
	Operating System

	Windows 2000

	Windows 2003 Server

	Windows XP

	Linux


	Development Dependencies Software

	AMPS


7. Test Report Form (Sample)
The following form will be used as the test reporting form.
	Test Report Form

	

	Version #:
	

	Prepared By:
	

	Sr#
	Test Case Name
	Input Data
	Expected Results
	Actual Result
	Status

	01
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


This form contains information about test result when product is tested.
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